ANNEX C-1

CSA TO LAUNCH SCHEME TO DEVELOP CYBERSECURITY HEALTH PLANS WITH FUNDING
SUPPORT FOR SMALL-MEDIUM ENTERPRISES

The Cyber Security Agency of Singapore (CSA) will be launching a scheme to develop cybersecurity
health plans with funding support for small-medium enterprises (SMEs). The scheme will see
cybersecurity consultants take on the role of the SMEs’ “Chief Information Security Officers” (CISO),
akin to providing a CISO-as-a-Service (CISOaaS) to SMEs facing manpower constraints in hiring
cybersecurity personnel.

2 CSA aims to encourage SMEs to improve their cyber defences by going for cyber health
“checkups” and to develop cybersecurity health plans, while working towards national
cybersecurity certification such as attaining CSA’'s Cyber Essentials mark. The scheme was
announced by Mr Tan Kiat How, Senior Minister of State for the Ministry of Communications and
Information (MCI) & Ministry of National Development, at MCI's Committee of Supply Debate today.

3 The scheme seeks to alleviate some common challenges SMEs face in implementing
cybersecurity measures, such as:

A) Lack of in-house cybersecurity staff to address cybersecurity risks

B) A wide range of cybersecurity solutions and providers in the market, making it challenging
for SMEs to prioritise what to implement first

C) Rising business costs

4 CSA will provide funding support to SMEs by co-funding up to 70% of their costs for
engaging cybersecurity consultancy services for the first year. The scope of services will be pre-
defined, with an emphasis on baseline requirements to attain the Cyber Essentials mark, which in
turn provides SMEs’ partners and clients with greater assurance as they digitalise. The scope of
services includes helping SMEs to secure digital assets, protect systems against viruses and
malware, improve employees’ cybersecurity awareness and respond to cybersecurity incidents.

5 CSA will help SMEs mitigate the uncertainty of hiring vendors by having a list of onboarded
cybersecurity consultants. Onboarded consultants are evaluated by CSA on their capacity and
capability, as well as cost-effectiveness. SMEs will also be able to compare offerings from different
consultants and decide which one best addresses their needs and concerns. The appointed
consultant will then analyse the SME’s cybersecurity posture and tailor a cybersecurity plan for the
company.

6 The scheme is expected to launch in May 2023. More details on the eligibility criteria and
application process will be made available progressively on CSA’'s website.

7 Esther Moey, Director, Princeps Law Corporation, said, “The process of attaining the Cyber
Essentials mark has been a valuable one. With many of us working from home, we learned about
the importance of securing our home network, so we hired a consultant to implement the
necessary safeguards. We have also strengthened our processes, such as having dedicated work
computers that we do not use for non-work purposes. Given that everyone is digitally connected to
one another now, | am very encouraged that the government is incentivising SMEs to improve their
cybersecurity. Attaining the Cyber Essentials mark has made my company’s data more secure and
my clients feel more assured as well.”
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